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Notices

UltimateGuard™ 3.0 Beta is Pretec's next generation storage security &
utility solution for USB flash drives that provides real-time antivirus,
AES-256 encryption, data recovery & online back-up for PCs and mobile
devices. Combining security protection and functional utilities, the new
UltimateGuard™ 3.0 Beta ensures a satisfying storage experience.
Your comments and efforts on trying it will help our further improvement.

ATTENTION:

1.  The immediate access control of GoAnywhere may cause system to slow
down or temporary non-response.

2. The files and folders encryption of GoAnywhere may temporarily be
non-complete. We strongly suggest that you regularly back up the data to
a computer, or other storage media.

3. The immediate virus protection of GoAnywhere detects all access to your
USB flash drive. When you see a pop-up message requesting to activate
‘DATA RECOVERY Main Application” and ‘licman.exe” of DATA
RECOVERY, please allow its access for optimized performance.
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Disclaimer of Liability

The software embedded in the product is copyrighted work of several third
party providers respectively. C-ONE Technology Corporation (“C-ONE”)
provides no guarantee or assurance as to the quality or performance of such
software. The use of such software is governed by the terms and conditions of
End User License Agreement, or the like, which will be provided by
correspondent third party provider in digital form that is included in the software.
Please do not install the software before you read and agree to the terms and
conditions of the End User License Agreement.

C-ONE IS NOT LIABLE FOR ANY DAMAGES SUFFERRED AS A RESULT
OF USING, MODIFYING, CONTRIBUTING, OR COPYING THE SOFTWARE.
C-ONE IS NOT LIABLE FOR ANY INDIRECT, INCIDENTAL, PUNITIVE,
SPECIAL OR CONSEQUENTIAL DAMAGE (INCLUDING LOSS OF
BUSINESS, REVENUE, PROFITS, USE, DATA OR OTHER ECONOMIC
ADVANTAGE). In no event will C-ONE be liable for damages hereunder in
excess of the amount you provided to C-ONE for this product. This indemnity
is in lieu of any other indemnity or warranty, express or implied, with respect to
patents and copyrights.

The remedies set forth herein are exclusive and the liability of C-ONE for a
breach of C-ONE obligations with respect to the Products (including warranty
obligations) shall be limited to the actual damages incurred by you, provided
that such liability for damages shall not exceed the total amount of the relevant
Products to which such breach relates. In addition to the foregoing limitations,
in no event shall C-ONE’s aggregate liabilities for all claims made by you
exceed the aggregate annual amount in respect of all the Products (or any
portion thereof) delivered up to the date of any claim.
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1. Introduction

UltimateGuard™ 3.0 Beta is Pretec's next-generation complete security
solution for USB flash storage that provides comprehensive data protections,
including real-time antivirus monitoring, military-grade (AES 256-bit) files and
folders encryption, along with professional data recovery function, which not
only protects but also ensures your lost data can be retrieved.
UltimateGuard™ powerful security solution assures users a worry-free
environment where there is no virus attack and data loss possibility, whenever
and wherever you use your storage device.

UltimateGuard™ 3.0 Beta provides benefits:

v" Mobile protection
automatically launching protection to safeguard your data no matter what
PC it is connected to.

v" Smart access identification
use Whitelisting and Blacklisting and Auto Advisor Tri-Security to allow or
block unknown threatening access.

v' Secure data from malware
intelligently protects all your data without configuration.

v" Highest standard for data encryption
simply drag and drop AES 256-bit top secret encryption to ensure
seamless protection of your sensitive data.

v'  Easy & professional data recovery
recover lost/deleted data prevent accidental/malicious formats and easily
recovery operates even novice users.

v Immediate online back-up
keep your data secure by storing off-site and your files and folders are
regularly backed up on a remote storage. They are protected even if your
computer gets stolen or your house burns down-

v" Friendly customer experience
extremely convenient and intuition use interface design.
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2. System Requirements

® 486 or Pentium-class Processor
® 512MB RAM (1GB recommended)
® 50MB free hard disk drive space

® Operating Systems: Windows 7, Windows Vista Service Pack 1 (32-bit
only) or later, Windows XP Service Pack 2 or later, Windows 2000 Service
Pack 4

® Available USB 2.0 port

® Turn on use visual styles on windows and buttons option of system
performance

To modify the system performance options, follow these steps:

Right-click My Computer, and then click Properties.

Click the Advanced tab.

Under Performance, click Settings.

In the Performance Options dialog box, click the Visual Effects tab.
Select Processor scheduling option, click OK.

Click OK to close the System Properties dialog box.

ZE S

® UltimateGuard™ drive
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3. Getting Started

To launch UltimateGuard™, please plug-in your Pretec USB flash drive and
execute “UltimateGuard.exe” in “Pretec_UG” folder in this drive.

r— = TG _CudckiGuide pdf i TltimateCroand exe
Manual Ldobe Acrobat Document | T MtaryacbeCruand ™
rte 239 KB FEETEC

Notice!

Reboot Request: If your operating system shown a pop-up message “Find a
new device,” followed by a reboot request, please click the “No” button to
cancel it.
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4. UltimateGuard ™ Start

Ultimate
Guard

41 Start

If UltimateGuard™ is installed, click on “Start” button to launch it.

If UltimateGuard™ isn’t installed before, click on “Start” button to open
software installation panel.

4.2 Close
Quit UltimateGuard ™.
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5. Software Quick Instruction

UltimateGuard™ includes the topmost advanced technology of GoAnywhere
and DATA RECOVERY. Simplify software instruction description as follows.
For detailed software instructions please refer to user manual in “Pretec_UG”
folder in your Pretec USB flash drive.

<> PRETEC g

Ultimate Guard™
——

AE"T:::-E”TS- E'*t_ Select any of the UltimateGuard
AES-esR ENEEen | | Beta 3.0 features to immediately

- | download the application.
Data Recovery I

'—i

Online
Data Back-up

Uzer Manual |
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5.1 Anti-virus & AES-256 Encryption with GoAnywhere

GoAnywhere provides standalone antivirus protection and high level
encryption, so you no longer have to rely on the host system to provide these
security methods. GoAnywhere allows you to transfer, transport and work on
your data on foreign, third party systems, with confidence and control.

GoAnywhere provides next generation antivirus protection, securing all data
upon your device from the very latest threats. It's new approach to protection
combines a blacklist of over 1.3 million virus signatures, with a whitelist of
known trusted programs and program statistics from it's Advisor Community.
This Tri-Security program information is stored within its online Advisor
database and is used to automate protection. GoAnywhere protects your
data by monitoring all reads and writes to your device, only allowing access to
good programs.

GoAnywhere also provides an easy to use, secure encryption facility which
enables you to encrypt data on your device and upon the host system of
which your GoAnywhere device is inserted. This will lock your files from prying
eyes, even if your system or your device is lost or stolen.

The first time use GoAnywhere

The first time that you insert your device into a system, GoAnywhere will auto
launch, presenting you with the following 3 slide tutorial. (Tick the 'don’t show
this again' if you do not wish to see the tutorial every time you insert your
device).

-10-
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Diwe¥entry Godnyahers Totnrsl
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Welcome Screen - Create an Advisor Account

You need to create an Advisor account in order to access the online Advisor
database which holds key program information. This will enable automated

protection and access to community advice.

Drawefentry

Waealcome ta DriveSantry GoAnywhera 2
DviveSantey i @ firewal For your drves which protects you
from Ehreats undatadied by corventiona and-vires products,
mvesentey Afvizor 15 on onlne communky sercr which has
the darkky of thausands of whkelbladk ksted pragrams,

Simply enber Khe i digh codein the box below to adivate
your [res anormimous fckisoe aocount,

i- qu_ztﬁﬁ-ﬁ-__ 24 P

Aterrately, create Full Acisor accounk

Entar cods bere

Hate - IF wou have & purchase code, vou must creake 3 FLILL
15z arcun bafane oo leerse can be activated,

Activate a guest Advisor account

To activate a guest Advisor account, simply enter the six digit security code

into the box provided and click the "Activate" Button.

-11 -
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Create Full Advisor account

Select "Create full Advisor account" highlighted in blue and enters your details

in the following window and selects "Create".

Ldvizor Teer Dirtails

DRIVE ADVISOR

Pleace anla you dedad
UserHame: | Cheek
Fassward: |
Rt |
E el i | |
Seraity Cioce Cowrhiy: [UMITED STATES 2
| 3 I
i_ : 'E’_E_L A_.-I_.':""-,_"':,_ Securiy socks | [The B dait seviy coce cisslaped i Ihe b i e |5
| Cieale ] | Carcel ]

No Internet Connection Welcome Screen

Important: If you can not connect to the Internet you will not be able to
activate your anonymous account or login to your personal user account. In
this case you will encounter the screen displayed below which gives you the

choice of two options.

Walcome to DriveSentry GoAnywhere 2

OrweSentay ks o Frevsed for por drives which protects pow
From thrast s urdebecied by convsrtionel arb-vines producks

DdvaSerd e Bdveor 15 an onine oo nity serves which has
the ide~iky of thousands of wheoe)black lsted rograms.

Tit mrkuste woUr Do iesd SRooUrk, DAceSerkes FEqares an
ibemed connacbion,

Plesse: et v conrackicn and fieevsel settings ane dick
ey,

) )

Select "Retry" - if a connection can be established this will take you to the

normal welcome screen with the option to login.

Select "Connect Later" - this will allow you to login later. When GoAnywhere is

-12 -
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attempting to access Advisor information whilst you are connected to the
Internet, you will be prompted to login.

Encryption - Create a secure encryption password

After the creating an Advisor account you will be asked to setup a password in
order to make use of the high level encryption facility. This password will be
required once per session when encrypting or decrypting files.

DriveSentry GoAnywhere

DRIVE 13RI

‘fou now have the option ko encrypt and password protect ALL the
files including those moved ko your secured Folder on the selected
Goanywhere removable device,

Wwhen vou move a file out of the 'secured Folder' or select a file ko
decrypt, vou will be required to enker vour password,

IF ¥OU FORGET YOUR PASSWORD OR LOSE THE Gofnywhere
FPROTECTED DEYICE USED TO EMCRYPT DATA, YOU WILL NOT BE ABLE
TO RECOVER OR ACCESS YOUR SECURED DATA,

‘ou have 311 trial davs remaining.
For unlirmited encryption, click 'Purchase Upgrade'.

Please enter password ;

Purchase Upgrade

Plzase confirm password &

Create a password hink {optional):

Enter your chosen password in the top window, confirm in the bottom window
and select 'OK' to continue.

Important: Ensure that you enter a memorable password as there is no
way to decrypt encrypted data if you forget this password as
GoAnywhere does not store a record of this.

Selecting 'cancel' on the above screen will allow you to create a password later
upon encrypting your first file! Please see the next section for information on
'‘Upgrading'.

Run GoAnywhere

After creating a secure encryption password, all data stored on your removable
device will now be protected from malicious attack and you have maximized
5MB free encryption space to use. See the GoAnywhere user manual section

-13-
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on ugrading to unlimited encryption.
After initial setup the GoAnywhere icon will appear in the task tray and the
following information bubble will fade on and off your screen. The GoAnywhere
InfoBar will also appear on the desktop of the host system.

| @@ DriveSentry GoAnywhere

DriveSentry GoAnywhere is running.
| This will menitor access to your device.

—

— E

GoAnywhere - InfoBar

The GoAnywhere InfoBar appears on the host system when you executing the
program. The InfoBar provides key information regarding access to your
removable drive, including total encrypted files and quick access to key
settings and your 'DriveSentry Secured’ folder.

L=

DRIVE A ee

Drag 'n Crop files here to

into your secured folder.

b Eﬂﬁw

InfoBar Icons

E 'Purchase GoAnywhere' - Click this icon to upgrade your version of
GoAnywhere to enable unlimited encryption.

m 'Open Secured folder' - Click this icon to open the DriveSentry
Secured folder on your GoAnywhere device.

E "Turn Compression On/Off - Click this icon to turn encrypted file
compression on or off.
This means that every file that you encrypt will be automatically
compressed, enabling you to store more data on your device.

'‘Display Help file' - Click this icon to access this GoAnywhere help file.

-14 -
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Drag and drop to encrypt files

Simply drag and drop files onto the GoAnywhere InfoBar for quick and easy
encryption. These files will be automatically encrypted and added to your
'DriveSentry Secured' folder.

GoAnywhere Data Encryption

GoAnywhere boasts an advanced encryption standard known as an AES 256
encryption algorithm. AES stands for Advanced Encryption standard and is
used by many Government bodies around the world to keep data safe from
prying eyes.

Although GoAnywhere adopts such a high level of encryption, it is easy to use
and can be used to encrypt data on both the host system and the standalone
device from which GoAnywhere runs. GoAnywhere's encryption facility has
been designed for anyone to use. It does not require any configuration other
than the creation of a secure password during the initial insertion of your
GoAnywhere device. The secure password is only required once per session
of use when encrypting or decrypting files.

File encryption process

- ™,
The e 1o the right @ _I % Ii 9 IEE When a file is decrypted, the
shows a normal file type will change back
word dod file test.doc test.DSE A bo e oaiginal etate

M @ @)
When DriveSentry GoAmywhene enorypts a file, either
n the secuned folder, on the reot of the key, or amwhers
on the host machine the file type will change to
DSE = DriveSentry Secured

GoAnywhere - AntiVirus Protection

GoAnywhere provides portable Antivirus protection to ensure that no matter
what system you insert your device into, your data will always be protected
from the very latest threats.

GoAnywhere protects your data by automatically launching from your device,
monitoring all program access. GoAnywhere automates protection by
connecting to the Online Advisor server and cross referencing all attempted
access against a blacklist of known malware and a whitelist of trusted
applications. By doing this GoAnywhere will only allow whitelisted programs to

-15-
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access your device, automatically blocking and deleting known malware and
querying the unknown.

Online Advisor

The online Advisor is an online resource that stores program information and
collects Advisor Community data. The online Advisor database stores the
following Tri-Security information:

® Advisor Community statistics (access decisions from community of users)
® \Whitelist (good programs)

® Blacklist (of over 1.2 million virus identities)

GoAnywhere uses this Tri-Security information to facilitate Auto Advisor,
through automating read and write access decisions to your device. When a
program is not contained within the white or blacklist, Advisor Community
information is helpful in assisting you to make independent access decisions
based on the responses submitted by fellow users.

Popup Information

The popup window informs you in real-time when a non-trusted program is
attempting to write to a protected area.

There are five categories of popups which you may encounter whilst using
GoAnywhere.

1) Auto Advisor Popups

Blacklisted programs (known malware) are blocked, encrypted, and deleted
immediately.

Whitelisted programs and those which have been trusted by the Advisor
Community are automatically allowed access.

Unknown programs trigger a popup which requires your authorization before
access will be granted.

The DriveSentry tray icon will appear as shown below when access is
automatically allowed or denied.

& The DriveSentry guard will glow green when access is automatically granted.

-
o
The DriveSentry guard will glow black with a red background when access is automatically blocked.

-16 -
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2) Standard Write Access Popups

If Auto Advisor has been turned off (through the task tray menu) or there is no
Internet connection available, DriveSentry will request authorization for access
to your removable device.

Rules can be created and remembered through the popup. Upon removal of
your storage device the session rules will NOT be remembered. The next time
you insert your removable drive, you will receive popups for programs where
rules were previously created.

The standard write access popup can be displayed in both simple and
advanced views. Please refer to GoAnywhere user manual for detail
descriptions.

The simple write access popup (shown below) will appear when a write is
attempted to your removable device. This popup is limited in comparison to the
advanced view (explained below) but is deemed suitable for most users. The
image to the right appears when the program attempting to access your device

is known to online Advisor as malware.

DRIVE

Microsoft Office ¥/ ord
is accessing your drive

DRIVE

BadVirus.exe
iz accessing your drive

:-..
Oy & - T ‘
E I\ 3 WNre <[
9 » * »

Community approval: 100%. g,

Verified by DriveSentry: Yes

Advanced view Advanced view

l Allow Access ‘ l Dieny Access ‘ l Allow Access ‘ l Deny Access

3) Standard Read Access Popups

As with the previous section regarding write access popups, If Auto Advisor
has been turned off or there is no internet connection available GoAnywhere
will request authorization for programs trying to read from your removable
device. This is designed to stop malicious programs accessing the data on
your removable device. Please refer to GoAnywhere user manual for detail
descriptions.

The popups that appear when a program is attempting to read from your

-17 -
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device are similar to standard write access popups (explained in the previous
section) with the exception of the file rule options, which are relevant to
"reads” rather than "writes”. Please refer to GoAnywhere user manual for

detail descriptions.
B = Pragram;
[ E

Frogram; @ —
MicrosolL Cllice Word

z : Wz
= Microesu L OMce Word l';
Targeh (\/R) 3 = Tergeh:

g 5 @ 5
bt Yrabes, doc - {(: Fiinotes.doc {}p)
Cemmunity approval: 97% 'i Community approval: 97% [ZCC users) =)
\feritied by CrveSantry: Yes Verfied Ev DrveSentrv: Y25
Acton: il ALlior; Pl &
[Prc;ram canread from any filz '] [F:;;umu L 1ead fro ay fie w v]
PrograT con read Fom noca.doc

| Ao & Hemember ] [ Leny B 1ermnate ]

PrograT czn read fom al . deoc filee
Truet program completely
Alaw Dnice oy Ores Cizzble DriveSertry for » minuzes

4) Malicious File Popups
Similar to the malicious program popup, the quarantine popup is triggered if
a program is attempting to write a malicious file to your device. The Real-time

scanner facility is designed to detect malicious files. Please refer to
GoAnywhere user manual for detail descriptions.

In the example below GoAnywhere detected a ".com" file as being malicious.

Fle: o
iCar.com ﬂ

Action:
Advigor has reported this fle as Malware

Al A HE DETEC TE

Positively identfied a5

Vins identfied EICAR_Test

CriveSentry recommends that you block this threat,
blocking Its access to your system.

Ignore Threat /"\\ Delete Threat

Al OInicE Diery i

-18-
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5) Threat Scoring

Conventional security software relies on a database of "bad", blacklisted
programs (Viruses). GoAnywhere is unique in building an Advisor Community
database of both "good" (whitelisted) and "bad" (blacklisted) programs.
However new threats are appearing every day which is why GoAnywhere has
introduced a threat scoring initiative for the grey area of unknown programs.
Please refer to GoAnywhere user manual for detail descriptions.

YWiruses resgarchers ——————»

el

Drive Santry

Databass populsted Database populated

Community A COMmmunity

!

As our database grows the % of unknown applications
reduces thus giving the end user a tar greater level of
nformation 10 chooss what Can ACCess thelr devices.

Shutdown GoAnywhere
When GoAnywhere is in operation the icon below will be displayed in the task
tray. Right click on the GoAnywhere icon to access the menu options (below).

Purchase Upgrade

Help
About

InfoBar

-

Enabled
¥ Auto Allow
Compress Encrypted Files

Open Secured Folder

Shutdown

(SR s

Selecting 'Shutdown' brings up the following dialog.

-19-
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DriveSentry GoAnywhere

DRIVE SV

Da wou really want to shutdown DriveSentry Godnywhere 7
Your removable drive will nok be protected when
GohAmywhere is nok running.

[[]Do nat show again

Select 'Shutdown' on the dialog to shutdown GoAnyhere's Antivirus
protection.

Click the 'do not show again' checkbox so that GoAnywhere will shutdown
directly from the task tray options in the future.

5.2 DATA RECOVERY with FILERECOVERY

FILERECOVERY is a safe and affordable do-it-yourself data recovery solution
that is designed to recover lost and deleted files from all types of media such
as hard drives, floppy drives, SmartMedia, CompactFlash, Memory Sticks, and
other types of removable media. It recovers files whether they have been
deleted from the command line, from within an application, Windows Explorer,
or removed from the Recycle Bin. In addition, FILERECOVERY recovers
formatted or lost drives and drives with a severe logical file system damage.
FILERECOVERY will scan the drive and bring up list of files which can be
saved from the scanned drive. Especially for forensic application the list of
recovered and reconstructed files and folders can be saved to disk as well as
printed out. To preserve the drive with the lost or deleted files, all recovered
files must be saved to another storage device or another drive letter in the
system. FILERECOVERY is a non-destructive read-only application and will
not write or make changes to the drive it is recovering from.

Getting Started

Before getting started your success in recovering files depends a great deal on
how the disk is handled and the amount of information written to the disk after
the deletion occurred:

-20-
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Notice!
DO NOT CONTINUE WORK ON A HARDDRIVE CONTAINING LOST DATA.

® You should not use the system with the deleted files to surf the Internet,
check mail or create documents.

Do NOT reboot or shut down the system.

® Never install software to a system containing deleted files you wish to

recover.

® The more activity the less of a chance of recovery.

® DO NOT defragment your hard drive or execute SCANDISK in a deleted
recovery situation. Doing so will likely remove all remnants of the file you
are trying to recover.

FILERECOVERY was designed to run from the CD-ROM or from a directory
on another partition or network drive. It is not recommended that you install the
software on the work system; temporary files may be written to the disk. Simply
run the software from the AutoRun menu (right click your CD-ROM symbol) or
Click the RECOVERY.EXE file in Windows explorer. Once the desired files are
recovered you can install DATA RECOVERY on the system.

NOTE: For using FILERECOVERY under Windows 2000/XP/VISTA/Win7 your
user account must have administrator privilege.

The user interface
Below the program title there is the menu bar (1). Further below there is the
button toolbar (2) from which the most important points of the program can be
accessed. The directory tree (3) and the file list view (4) are used to navigate
through your drive.

-21-
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& FILERECOVERY Professional

Object  Edit  Wiew [nfo  Tools  Help -
7 @ 0O 2.
Wizard Help About Exit
Folders Content of "R oot*
Dﬂ Mame Size [rate modified MFT entry | Condition | Type
@ Deleted ([0 AZBEBO0A-CIDE-414F-A, 211220051722 34054 File Folder
@ Lost (23 autorr.inf 22022008 16:36 39618 File Falder
@ Other Lozt (2 Documents and Settings 11.03.200916:21 2741 File Falder
@ Searched (23 epson 13042007 16:27 3072 File Falder
B 01.06.2007 12:38 82803 4 ®  File Folder
[CA N5DebugT aals 21.03.200512:43 37667 File Folder
(23 My D ownloads 17122008 1855 45815 File Falder
(23 My Music 19.08.2005 17:56 47697 File Falder
3 u (23 OrBelay 11.10.2005 14:01 38619 File Folder
(23 Program Files 17.08.2009 21:36 2876 File Falder
(23 Psforits 28.03.200611:33 6508 File Folder
(23 quarantine 06082008 15:08 49549 File Falder
[C RECWCLER 18.03.200514:43 4588 File Folder
Find Last Data (21 RepaiT 24122002 11:24 50391 File Folder
(23 System Yolume Informiation 13032007 11:12 4450 File Falder
H A Temp 19.08.2003 09:10 28226 File Folder
LA WINNT 12.08.200310:18 25 File Folder
Find Files [ .03_store 12292 050520091656 42784 DS_STORE File
[ AUTOEXECBAT a 17.03.200512:22 4268 kS5-D0S Batch F
D boot. ini 208 023.11.2007 1516 2683 Configuration Sel
D compile.log 1] 24082007 1513 TEBZ Text Document
[ PNNFIG 5vs n 17 ﬂ]ﬂ PNRA>22 4PR7 Suztem filr 5
i 1
36 Object(z] 0KB Memory uzage: 20404628 Bytes / 19 ME

In four steps you recover your deleted files!
Step 1: Run FILERECOVERY

- FRCAECOYERT Pratesslonal

T oo i 8wl el e i s 85
imhe next ] shepes dor fimding wour lost
[Ho dn]

Prrotmssmomal Wiz mnd

Wy s IEALN B | 1] F
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Step 2: Choose your drive

select drive

Drive  VWiew Tools Optioms.. Help..

Sceam opdions. . 1. Selact plyscal drive
— Partiion/Die sck scend
Logicaldive. | Pheeical diive umﬂ 2 Prexs 1 usck zcan'
. em o ‘Windows dites [ ||'-'i'”’-|"’@"3'"TI NTFS

anppk.dm or1 windaw s dive D
@ wark onWindaws diive £;

Sige: 39,06 GB '
1915371/ 31915371
Start 0,00 ME

= Froduction o Windovrs dive F- e

= WRAMPFPP_EM  on ‘Windows difve 2 [

& ' EM on 5 difve Size 31915372 Firding conesd fils system fomal o comupbed
dirves:
1. Select logical or physical
= 1%
2 Prazz Full soan
Altenlior: Nesds mons msl

Holice: Select a lugil:al drive lo recover data_ |1 poast \

drive iz nol available you may fnd your drive by
choosing & “Physical dimve™ Fudl san find Fommat_.

Step 3: Select your deleted files/directories

= FLERICOYIRY Profes

Object  Egil  View |nfo  Tools
a4 » 0 O O el
Fisibai Corierd of Tl Doy o sge”

ﬁ # ) Ao M toe Db pracechifisdl MFT ey Condiion  Type
Ef P B _+tenf 22042008 1540 17EE Fii Fakier
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Step 4: Simply save them to another hard disk!
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5.3 Online Data Backup with Acronis Online Backup

Acronis Online Backup makes it possible to keep your data secure by storing off-site.
Because your files are stored elsewhere, they are protected even if your computer
gets stolen or your house burns down. So the risk of data loss as a result of theft, fire,
or other natural disasters is practically eliminated. Online backup is basically a
method of off-site data storage whereby files and folders are regularly backed up on a
remote storage. As a result, you can safely recover any corrupted, lost or deleted files
on your computer.

Of course, online backup is not without its shortcomings. If there is a problem with
your Internet connection, you could be left without access to your data for some time.
And you won't be able to boot up your computer from an online backup, so it is
advisable to supplement online backup with image backups to local hard disks.

The biggest drawback of online backup is speed. Even through a fast broadband
connection, backing up your data online will be much slower than backing up to a
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local hard drive. Depending on the amount of data you want to store off-site, your first
full online backup could last several hours, though subsequent backups will take
much less time, as you'll be backing up only new or changed files.

If you decide to use encryption, the files will be encrypted before transmission over
the Internet and data will be stored on the Acronis Online Storage in encrypted form,

so you can rest assured that your private information is secure.

B Creating an online backup account
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Performing backups to Acronis Online Storage requires subscription to the Online
Backup service. Clicking on Online Data Back Up icon in the main dash board, which
will direct you to Acronis’ subscription page to continue registration. Please make sure
your PC is connected to the Internet to activate the subscription process.

If you already have an Acronis account, type the e-mail address and password for that
account under "Log in to Your Account” to the right. If you do not have an Acronis
account, fill in the appropriate fields, and the account will be created for you. Provide
your first and last names and e-mail address. You will be offered a country selected
on the basis of the IP address of your computer, though you can select another
country, if you wish. Then provide a password for your new account and confirm the
password by retyping it once more in the appropriate field. When you perform all
actions necessary for account registration, please, wait for an e-mail message that will
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confirm opening of the account.

To keep your personal data secure, choose a strong password for your online backups, guard

it from getting into the wrong hands, and change it from time to time.

After opening an Acronis Online Backup account, log in to your account page, and
then wait for an e-mail message describing the details of your subscription plan
and expiration date. Now you can perform your first online backup.

B Backing up to Acronis Online Storage

To perform an online backup, log on to your Online Backup service account by
clicking Backup Online Backup on the sidebar and entering your e-mail address
used for opening the account and the password. In order to not enter the password
during subsequent logons, you may want to select the Remember the password
check box. Make these settings and click Log In.

After the program connects to Acronis Online Backup Server, select a computer for
connection to the Online Storage. When logged on to the online backup service for

the first time, register a computer for work with Online Backup. To do this, click New
computer, then type in the computer name.

If you want to use encryption for the data to be stored on the Online Storage, enter an
encryption key to be used for encrypting your data. Entering the encryption key
automatically enables encryption of all data stored on the Online Storage. The
encryption key is similar to a password, but it is used for unlocking access to your
encrypted data. Acronis Online Backup uses the industry standard AES-256
encryption algorithm. The data will be encrypted before transferring through the
Internet to the Online Storage and will be stored in encrypted form. You need to enter
the encryption key for the computer only once during its registration, though it will be
required if you try to recover files backed up from this computer when connected to
the Online Storage from another computer.

Having made all the necessary settings, click Continue. Until you log off, subsequent
connections to the Online Storage from this computer will occur automatically - you
just need to select Online Backup. If you already registered the computer, select it
from the list of registered computers, then click Continue. By default your current
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computer is selected for registration.

When the computer connects to the online storage, the Online storage screen with
your storage space quota appears. If you have performed backup on this computer
before, you will see how much Online storage space is occupied by the backed up
files and folders. The screen also shows the space occupied by the data backed up
from other computers (if any) and the remaining free space on the Online storage in
accordance with your quota.

When you are going to back up from the current computer for the first time (or need to
change the files and folders selected for online backup), click What to Back Up. This
will open the What to Back Up window with two tabs: Include and Exclude. The
Include tab displays your computer's file and folder tree. The area to the right of the
tree shows

the contents of a selected folder. This tab allows you to select individual files and
folders for backing up, as well as data categories. For more information on categories
see Selecting what data to back up (p. 50).

Furthermore, you can create a custom category by clicking Add new category.

The Exclude tab enables hidden and system files and folders to be excluded from
online backup, as well as files meeting the criteria you specify. Excluding unnecessary
files may be useful for backups to the Online storage as the data transfer rate and
available space is limited.

You can also exclude/include files and folders by selecting them in Windows Explorer and
choosing Storages Exclude from Online Backup (or Include in Online Backup ) in the
shortcut menu that opens by right-clicking on the selected file or folder. This shortcut is only

available when you are logged on to the Online Backup service.

Having finished selecting files and folders for backing up to the Online storage and for
excluding from backup click OK. If you do not unselect the Run the updated online
backup task now check box that is selected by default, the online backup task will
start immediately. Otherwise it will run according to the schedule you set.

To schedule online backups, click the Edit schedule... link. For instance, you may
want the backups to be performed at night in order to not interfere with your web
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surfing. For more information see Scheduling tasks (p. 76). When you finish
scheduling and click OK, the schedule information will be shown above the Edit
schedule... link.

By default Acronis True Image Personal schedules daily backups to the Online Storage with

randomly selected backup start time.

You can quickly start updating the files and folders backed up on the Online storage
without creating a backup schedule. To do so, click Update Backup Now. This may
be useful when you want to back up immediately some important changes to the files
backed up on the Online Storage. Incidentally, if the last scheduled online backup has
failed, this link changes to Update Backup Now (Last backup failed), allowing you
to repeat the failed backup task right away. If you have suspended the previous
online backup for any reason, the link text will be as follows: Update Backup Now
(Last backup suspended).

B Recovering data from Online Storage

Log on to your online backup account by clicking Backup  Online Backup on the
sidebar and entering your e-mail address used for opening the account and the
password. After the program connects to Acronis Online Backup Server, select a
computer for registration on the Online Storage. By default your current computer is
selected for registration. Click the Continue button. The Online storage screen opens
with this computer selected. If you have data backed up from more than one computer,
you can select on this screen the computer from which to recover required files.
Naturally, you can only browse and recover the data backed up from other computers.
If you encrypted data on another computer, you will be asked to enter the encryption
key for the computer to get access to its data on the Online Storage.

1. Click Browse on the Online storage screen.
Acronis Time Explorer will be opened with the Online Storage tab selected.

2. This window also allows choosing the computer from which you backed up the files
and folders you need to recover. Select the computer by its name on the directory tree

under Online Storage in the left pane.

3. By default the state of the Online Storage after the latest backup is displayed, so
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the latest versions of the files and folders will be recovered. If you need to recover
earlier versions, select the date and time on which you want to recover the state of the
files and folders.

4. Select the folder containing the files you want to recover in the left pane. The right
pane lists the files in that folder. Select the files to recover. When selecting multiple
files you can use the Ctrl and Shift keys like in Windows Explorer. Having finished
selection, click the Recover icon on the toolbar.

5. Acronis True Image Personal opens the Browse for folder dialog. By default the
original location from which the files were backed up will be selected. If necessary,
you can select another folder or create a new folder for the files to be recovered to by
clicking the Make New Folder button. After selecting the folder click OK.

If you recover the files to the original folder and Acronis True Image Personal finds a
file with the same name there, it will open a dialog window where you can choose
what to do with the file: Recover and replace the file on the disk, Do not recover (to
keep the file on the disk), and Recover, but keep both files (the recovered file will be
renamed). If you want to use the choice for all files with identical names, select the
Apply to all files check box.

It is impossible to Recover and replace files on the disk which are being used or locked by the

operating system at the moment of recovery.

If you need to recover a specific version of a file, select the file, right click and choose
View Versions in the shortcut menu. This opens the File Versions window. Select
the required version by its backup time and click Recover on the toolbar. You can
also recover the version by dragging it into a selected folder.

To choose the correct version, you can open the version in the associated application
and view the file contents. Select the file in the right pane and the bottom line of Time
Explorer will show the times of backing up all its versions kept on the Online Storage.
Choose a version by its backup time, then right-click on the file in the right pane and
choose Open in the shortcut menu. Acronis True Image Personal will recover the file
version to a temporary folder and then will open the file using the associated
application.
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B Managing Online Storage

As the available space on Acronis Online Storage is limited depending on the chosen
backup plan, you need to manage your Online Storage space by cleaning up the
obsolete data. Cleanup can be done in a variety of ways. The most "drastic" one is
removing a computer registered on the Online Storage, if you have registered more
than one. Removing a computer results in deleting all data that was backed up from
that computer, so such an operation must be carried out with caution. To remove a
computer, select it on the Online storage screen by its name and click Remove
<Computer_name>, then click Yes in the confirmation window. After the deletion
finishes, click Refresh on the toolbar to refresh the storage state shown.

The Online backup options provide for automatic cleanup of the Online Storage. You
can specify deletion of files that have been kept on the storage longer than the
specified number of months or days. In addition, you can set the maximum number of
file versions to be kept on the Online Storage. You can accept the default settings for
those options shown above the Change cleanup options...link or set the values you
need. To change the above options, click the link and set the desired values.

You can also manage Acronis Online Storage by deleting individual files or even
some of their versions.

1. Click Browse on the Online storage screen. Acronis Time Explorer will be opened
with the Online Storage tab selected.

2. Select the computer from which you backed up the files you need to manage by its
name on the directory tree under Online Storage in the left pane.

3. Select the folder containing the files you want to manage in the left pane. The right
pane lists the files in that folder.

4. If you want to delete some versions of a specific file, select the file and click View
Versions on the toolbar. This opens the File Versions window. Select the version
you want to delete and click Remove on the toolbar. When you want to delete several
versions, use the Ctrl and Shift keys like in Windows Explorer to select the versions
for deletion and then click Remove on the toolbar. Having finished removing the
versions, click OK. To delete all versions of the file click Remove All on the toolbar.
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5. If you want to delete a file, select it in the right pane. When selecting multiple files
for deletion you can use the Ctrl and Shift keys like in Windows Explorer. Having
finished selection, right-click on the selection and choose Delete in the shortcut menu.

6. After you finish managing the Online Storage, close the Acronis Time Explorer

window.

7. To see how much space you have freed up, click Refresh on the toolbar of the
Storage state screen and check the new value of free space.

B Setting online backup options

You can set these options after logging on Acronis Online Backup and selecting a
computer for use

with Online backup service. To do so, click Settings on the Storage state screen.

B Connection attempts

This page allows you to optimize the settings Acronis True Image Personal uses
when establishing connection to the Online Storage. Here you can specify how many
connection attempts will be made if the first attempt fails (the default number is 10).
In addition you can specify a time interval between connection attempts (30 seconds
by default).

B Storage connection speed

One more option gives you the ability to "throttle" the bandwidth allocated for data
transfer to the Online Storage. Set the connection speed that will allow you to send
e-mail or surf the Web without annoying slowdowns while online backup is running.
To do this, select the Limit transfer rate to: check box and set the connection speed
(8 Mbps by default).

To back up your data to the Online storage at the maximum speed your Internet
connection can provide, unselect the Limit transfer rate to: check box.

B Storage cleanup
The Storage cleanup page is intended for setting the options that enable automatic
cleanup of obsolete file versions from the online storage to keep the storage from
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overfilling.

You can:

- Delete versions that are older than the specified time period - 6 months by default.

- Specify how many versions of your files must be kept on the Online Storage. This
will allow you to return to a previous file version if your changes in a file turn out to be
erroneous. By default

Acronis True Image Personal will keep 10 versions of your files, though you can
specify any othernumber.

B Proxy settings
If your computer is connected to the Internet using a proxy server, enable use of the
proxy server and enter its settings.

Acronis Online Backup supports only http and https proxy servers.

In the Host name box, type the name or IP address of the proxy server, such as
proxy.example.com or 192.168.0.1. In the Port box, type the proxy server's port, such
as 8080.In the User name and Password boxes, type the credentials you use for
connecting to the proxy server, if necessary.

To test the proxy server connection, click the Test button.

If you do not know your proxy server settings, contact your network administrator or
Internet service provider for assistance. Alternatively, you can take these settings

from your browser's configuration.

B Recommendations on selecting data for storing online
Because online backups are relatively slow, you should think over what data to back
up. First of all consider backing up your personal data that cannot be recovered if lost
as a result of fire, computer theft, etc. Before proceeding with a backup, estimate how
long it will take to back up your data. For instance, if your folders take up 10GB and
your upload speed is 1000 Kbps (somewhat less than half a gigabyte per hour), it
should take more than 20 hours to perform your first full backup. So depending

on the speed of your Internet connection, you may want to back up just the most
critical files.
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